Kinh thua qui ban
Hom nay xin gdép mat cung cac ban vai chuyén doi thuong
* May moc gia dung da va dang rinh mo cac ban (tai vach mach rung)
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Thua cac ban ngay nay may moc dién tir dung trong nha thuong theo doi cac ban. Dudi
day 1a truong hop dién hinh, tuong cling nén biét qua. Chic cac ban da biét 1a cai cell
phone theo doi cic ban sat nat ro1 phai khong.

Company bricks $300 vacuum when owner
blocks it from spying

ELLSWORTH TOOHEY / 4:58 AM THU NOV 6, 2025

Ma de in Chi Na, hay tai vach
mach rwng.

Cong ty "pha hong" may hat bui théng
minh 300 USD khi chi nhan chan khéng
cho n1 theo ddi minh.

O s

Nguon tin va chi tiét: https://boingboing.net/2025/11/06/company-bricks-300-vacuum-
when-owner-blocks-it-from-
spying.html?utm_source=flipboard&utm_content=boingboing/magazine/All+Stories
HCD : Tom tit noi dung bai bao (co6 thé ban dich nguyén vin nam duéi phan tom tat)
Tom tit bai bio: Cong ty "pha hong" (disable qua WiFi) may hut bui théng minh 300
USD khi cht nhan chan tinh nang theo doi

Sw viéc chinh

Mot k¥ su tén Harishankar N. thiy ra chiéc may hat bui thong minh iLife A11 tri gid 300
USD ctia minh dang 4m tham thu thap di liéu va gui vé Trung Qudc. Khi anh ¢b ging
ngan chin viéc nay, cong ty san xuat da tir xa "phd hong" May hat bui nhu mot hinh thire
trung phat.

Chi tiét vu nay

- May huat bui st dung Google Cartographer dé tao ban d6 3D chi tiét vé ngdi nha

- Moi thong tin kién triic déu duoc tu dong truyén vé nha san xuat ma khong co thong
bao cho khach hang rd rang

- Pay 1a hanh vi thu thap dir liéu ma nguoi mua dung khong duoc biét trude

Phan irng cua cong ty
Harishankar lién lac véi help desk, vé chuyén ky la nay:
- Céac k¥ thuat vién c6 the "hoi sinh" May hut bui tai tiém ban may.
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- Nhung khi mang n6 vé nha, May hut bui lai ngirng hoat dong mot cach bi an
- Cudi cung tiém buon tur bo viée sta chira

Biang chirng cu thé

Khi kiém tra file log, Harishankar tim thdy "bang ching khong thé chéi cai":
- Mot 1énh kill (1énh pha hong may hut bui) c6 dau thoi gian

- Thoi gian nay trung khdp chinh xac véi lie may hat bui nguing hoat dong

Giai phap cua nguoi ky s (nguwoi chu may hut bui).

Harishankar khong chép nhén viéc bi "bit nat" boi cong ty. Anh da:

1. Reverse engineer firmware cua may hut bui

2. V6 hi¢u hoa chire nang kill tur xa (qua Internet)

3. Chuyén hudng toan bo két ndi “mang qua ha ting cuc bd” cta riéng minh thay vi cta
may chu cia nha san xuét

4. Tao ra phién ban hoan toan tu chu cia may hut bui

Nho d6, anh 13y lai quyén kiém soat dit liéu va co thé sir dung may hut bui 300 USD
theo ¥ mudn.

Loi khuyén cho nguoi dung

Déi voi nhitng ngudi khong co6 kién thirc ki thuat nhu Harishankar, anh khuyén nghi:

- "Khong bao gio dung mang WiFi chinh cho cac May hut bui IoT" (Internet of Things -
May hut bui két ndi internet)

- "Hay d6i xtr v6i chung nhu nhitng nguoi la trong nha ban" - tirc 1a ludn canh giac va
gilr khoang cach an toan

Y nghia
Cau chuyén nay canh bao ve:
- Nguy co vi pham quyén riéng tu tur cac May hut byi thong minh
Quyen luc qua 16n ctia nha san xudt c6 thé tir xa pha hong san pham ban di mua
- Su can thiét phai than trong khi str dung May hut bui IoT trong nha

HCD: Vay thi 1am sao? Thua tay ngang nhu chiing ta thi ndam ngoai tam tay.

Bat ctr cai may nao ciing co thé 1a “diép vién” néu no lién lac véi Internet nhu la: Toi dé
chir mau den tu day.

Cell phone, tablet, security camera, router, drone, May lanh, May hut am, Cong tac
thong minh, Bén thong minh, Khoa ctra thong minh, May loc khong khi/robot, Tu lanh
thong minh, May gidt va may say thong minh, May hit buyi robot, Loa thong minh (vi duj
Google Home, Amazon Echo), TV thong minh, My diéu hoa va may loc khong khi
thong minh, Ban chai danh ring dién thong minh, Thiét bi nha bép théng minh (ndi com,
10 microwave, may pha ca phé), May hat am, Cong tic thong minh, Pén thong minh.
Khoa ctra thong minh. May loc khong khi/robot. May bom nudc/tudi cay...

Con nita, chiing ta dau tranh ndi... vay thi “vuon khéng nha tréng” cho an toan...
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